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The USA FREEDOM Act is a bill that was enacted in 2015 for the purpose of amending Section 215 

(which was created by the PATRIOT Act) and the National Security Letter (NSL) authorities of the Foreign 

Intelligence Surveillance Act (FISA). Since its enactment, the USA FREEDOM Act has raised a number of 

questions in the library community. This document is intended to provide a basic overview of the Act as 

it applies to libraries, although very little has actually changed in the ways that libraries must respond to 

NSLs or warrants issued by the FBI. This document also provides links to a variety of sources. If you have 

a question that’s not answered here, please contact the CAL Intellectual Freedom Committee for further 

assistance at cal.ifc.co@gmail.com.  

Key Details and Overview 

 Signed into Law by President Obama June 2, 2015. 

 Allows the FBI to get a special search warrant from the Foreign Intelligence Surveillance Court to 

retrieve "any tangible thing," including library usage records of someone who is under 

investigation for their involvement in foreign intelligence activities or terrorism.   

 Ends the bulk collection of tangible things, including library records. A demand for records under 

Section 215 must be based on a term that specifically identifies a person, account, address, IP 

address or other specific identifier and must be tied to an actual ongoing investigation. 

 Prevents government overreach of data and record collection. 

 Prohibits the library from notifying the patron under suspicion, the press, or anyone else, that 

an investigation is underway. 

 Allows for challenges to National Security gag orders. 

 Within the Foreign Intelligence Surveillance Court : Allows for a non-biased panel to offer 

guidance on matters regarding privacy, civil liberties, communication technologies, and other 

tech and legal matters.  

 FISA opinions and constructions must be made public and must be reported publicly by the 

government.  

 Allows 72 hours for the government to track foreign terrorists when they enter the country. This 

gives them time to get the appropriate authority to track them legally.  

 Increases maximum prison sentence to 20 years for providing support to terrorist organizations.  

 Authorizes emergency use of section 215, but requires destruction of information collected if 

the FISA court application is denied.   
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Has the act overturned state laws on privacy? 

No. However, the Federal law will override any state law that contradicts the federal law. 

Additionally, the Foreign Intelligence Surveillance Act still requires the FBI to serve a written 

warrant or National Security Letter to retrieve potentially sensitive documents from a library. 

Do local police have new powers under the Act? 

 No. Only the FBI is authorized to request and use FISA search warrants and National Security 

 Letters.  State and local law enforcement cannot obtain or use FISA search warrants or a 

 National Security Letter to demand library records.   

Can the FBI request information besides circulation records and web surfing? 

 The FISA search warrant can require production of “any tangible thing”, which can include 

 papers (like internet sign-up sheets), records, computers with hard drives, and data tapes, just 

 to name a few examples. However, a specific selection term must be identified for record 

 collection, rather than the indiscriminate collection of bulk records. For example, records that 

 pertain to an entire city or zip code cannot be obtained.  

Can I contact a lawyer when the FBI comes with a FISA warrant or National Security Letter? 

 Yes, contacting a lawyer is not considered a breach of the gag order because the conversations 

 are covered by attorney-client privilege and cannot be publicly discussed. However, the FBI 

 does not have to wait until you’ve received legal counsel before acting on the search warrant.  

 Under the new Act, National Security Letter gag orders must be based on an inherent threat to 

 national security or an on-going investigation. In addition to companies being able to challenge 

 nondisclosure orders, the law requires a periodic review of all gag orders to ensure that they 

 are necessary. 

If law enforcement agents have a valid search warrant, can’t they just come in and take whatever they 

want? 

 The search warrant must be specific as to the records that are to be collected. They are not 

 permitted to take other records that are not specified on the warrant. To ensure that the limits 

 of the search warrant are being observed, take these two steps when possible. 

1. Have legal counsel review the warrant and advise you on the boundaries of the request. 

2. Instead of letting the law enforcement agents retrieve the records, you should supply the 

items or records specified in the warrant yourself to ensure that other patrons’ privacy is 

not violated. 
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What’s my personal or institutional liability for complying with law enforcement requests for 

information? What happens if I don’t comply? 

 The Act absolves all institutions and employees of any responsibility for releasing personal 

 information in compliance with a FISA search warrant. If you don’t comply with an information 

 request or if you violate the gag order under a section 215 warrant, you can be charged with 

 contempt of court. If you violate the gag order under a Section 505 National Security Letter  

 action, you may also face up to five years in prison. 

Who can I tell about FBI visits involving a FISA warrant or an NSL? 

 You can tell your supervisor and your legal counsel. You cannot discuss this outside of the 

 organization and should not discuss this with unaffected parties within the organization, such as 

 coworkers, trustees, etc. 

What can I say to the press if I’m asked about FBI visits to the library? 

 The gag order applies only to FBI investigations using a FISA search warrant or NSL. Other FBI 

 investigations do not automatically include a gag order. If your library has not yet been visited 

 by the FBI under a FISA search warrant, you may say that you haven’t been visited yet. If your 

 library has been visited, you may not say anything. 
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Links to more information: 

These materials are not a legal opinion nor should they be regarded as legal advice. Readers should 

consult their own legal counsel for legal advice regarding their particular situation. 
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